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Efficient detection technology of DDoS attacks based on
BF-DT-CUSUM algorithm in smart grid industrial control system
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State Grid Smart Grid Research Institute, Nanjing 210003, China

Abstract: Rapid development of information and communication technology has led China National Grid Corp into
the era of intelligent, informational and automated, simultaneously with wide application of information and
communication technology in smart grid also providing more ways for attackers to invade and attack power system. A
DDoS attacks detection method based on modified CUSUM with dynamic threshold was proposed according to
BloomFilter address statistics in smart grid. The proposed method used dynamic threshold technology based on
BloomFilter normal traffic statistics, and optimized traditional EWMA algorithm to identify threshold of DDoS
attacks, finally modified CUSUM algorithm in order to efficiently detect DDoS attacks in smart grid. Simulation
experiments demonstrate that proposed method has high detection speed and precision for DDoS attacks in smart
grid, and the system overhead is small.
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